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Proposed law requires the Office of Technology Services (OTS) to develop a policy to prohibit the use of the social
networking service TikTok or any successor application or service developed or provided by ByteDance Limited or an entity
owned by ByteDance Limited. Specifically, the policy must prohibit (1) the presence or use of the application on any
computer or device owned or leased by the state and (2) network traffic related to the application on a network owned or
leased by the state. The policy must be developed no later than August 1, 2023. Proposed law provides that the policy must
not prohibit public employees from using such application for a legitimate purpose approved by the employee’s agency or on
devices that are not owned or leased by the state. Proposed law provides that the policy developed by OTS is subject to
approval by the Joint Legislative Committee on Technology and Cybersecurity. Proposed law provides a civil penalty of $500
for agency heads who fail to properly implement the policy.

The Office of Technology Services (OTS) reports that the policy it will develop to prohibit TikTok on state-owned devices and
networks will not pose additional costs to the state. OTS reports that while the policy will prohibit the use of the application
on state-owned devices and networks, it will not require specialized software to actively remove the application from state-
owned devices.

While all state agencies will be required to implement the policy developed by OTS and approved by Joint Legislative
Committee on Technology and Cybersecurity, not all agencies’ networks and devices are managed by OTS. Agencies may
face additional costs to the extent that they choose to implement additional rules beyond what the policy requires or to
utilize additional enforcement mechanisms such as mobile device management (MDM) software which can automatically
remove the application from devices. For informational purposes, OTS has reported that its preferred MDM software costs
$15 per month per device.

Proposed law provides a civil penalty of $500 for agency heads who fail to properly implement the policy.
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